
Alaska Association of School Alaska Association of School 
Business OfficialsBusiness Officials

Why Bother WithWhy Bother With

INTERNAL CONTROLS?INTERNAL CONTROLS?

Presented by Angela Pinsonneault, CPA
Mikunda, Cottrell & Co.
December 4, 2007
1:15 – 2:00



WHY ARE WE WHY ARE WE 
HERE?HERE?



HereHere’’s What You Want to Learn Today s What You Want to Learn Today 
(Yes, You Do)(Yes, You Do)

!! Understand how having a sufficient system of internal Understand how having a sufficient system of internal 
control can benefit youcontrol can benefit you
!! Not only should you Not only should you havehave a system of internal control, buta system of internal control, but……
!! ……that system should also be documentedthat system should also be documented

!! Understand how to go about documenting your system Understand how to go about documenting your system 
of internal controlof internal control

!! Get an overview of Entity Level & IT general controlsGet an overview of Entity Level & IT general controls

!! Get some ideas on various formats that can be usedGet some ideas on various formats that can be used



WHY DO I NEED WHY DO I NEED 
TO WORRY ABOUT TO WORRY ABOUT 

INTERNAL INTERNAL 
CONTROLS?CONTROLS?



Why the Increased Why the Increased 
Emphasis on Internal ControlsEmphasis on Internal Controls??

!! Sarbanes Oxley Section 404:Sarbanes Oxley Section 404:
!! Financial scandals such as Enron and WorldCom brought about the Financial scandals such as Enron and WorldCom brought about the Sarbanes Sarbanes 

Oxley Act of 2002.  Section 404 of the Act (aka SOX 404) focusesOxley Act of 2002.  Section 404 of the Act (aka SOX 404) focuses on on 
managementmanagement’’s documentation and assessment of their internal controls over s documentation and assessment of their internal controls over 
financial reporting.financial reporting.

!! Much of the lessons being learned in the public company world arMuch of the lessons being learned in the public company world are now being e now being 
picked up by nonpicked up by non--public companiespublic companies

!! SAS 109:SAS 109:
!! Directly links the auditorDirectly links the auditor’’s understanding and evaluation of internal control to the s understanding and evaluation of internal control to the 

assessment of risk and design of further audit proceduresassessment of risk and design of further audit procedures

!! SAS 112:SAS 112:
!! Establishes standards and provides guidance on communicating matEstablishes standards and provides guidance on communicating matters related to ters related to 

an entityan entity’’s internal control over financial reporting identified in an auds internal control over financial reporting identified in an audit of it of 
financial statements financial statements 



External Audit RequirementsExternal Audit Requirements
!! SAS 109:SAS 109:

!! Requires your external auditor to obtain a sufficient understandRequires your external auditor to obtain a sufficient understanding of you and ing of you and 
your environment, which includes your internal controls, as partyour environment, which includes your internal controls, as part of their of their 
assessment of the risk of a material misstatement to your financassessment of the risk of a material misstatement to your financial statements.ial statements.

!! SAS 112:SAS 112:
!! Requires your external auditor to evaluate deficiencies in your Requires your external auditor to evaluate deficiencies in your system of system of 

internal controls over financial reporting.  internal controls over financial reporting.  
!! Requires your external auditor to communicate those findings to Requires your external auditor to communicate those findings to you in you in 

writing.writing.
!! The Appendix of SAS 112 implies that The Appendix of SAS 112 implies that ““inadequate documentation of the inadequate documentation of the 

components of internal controlcomponents of internal control”” is a circumstance that may represent a is a circumstance that may represent a 
control deficiency, significant deficiency or a material weaknescontrol deficiency, significant deficiency or a material weakness. s. 



Internal BenefitsInternal Benefits
!! Documentation of your processes and internal controls Documentation of your processes and internal controls 

will:will:
!! Provide a roadmap of responsibilities and expectations for your Provide a roadmap of responsibilities and expectations for your staffstaff
!! Allow you identify gaps in controls Allow you identify gaps in controls –– areas that are not sufficiently areas that are not sufficiently 

protected from error and/or fraudprotected from error and/or fraud
!! Provide a framework for your management to monitor the efficiencProvide a framework for your management to monitor the efficiency y 

and effectiveness of your processesand effectiveness of your processes
!! Provide additional assurance to your board of directorsProvide additional assurance to your board of directors
!! Make your audit less painfulMake your audit less painful……

Formal written documentation of your internal controls will Formal written documentation of your internal controls will 
generally increase your entitygenerally increase your entity’’s efficiency and effectiveness.s efficiency and effectiveness.



Why Take the Time to Put This Stuff in Why Take the Time to Put This Stuff in 
Writing?Writing?

!! Formalizing your processes and internal controls puts a Formalizing your processes and internal controls puts a 
higher level of accountability on your organization to higher level of accountability on your organization to 
follow appropriate procedures and, when appropriate, follow appropriate procedures and, when appropriate, 
update the documentationupdate the documentation
!! The documentation should evolve with your businessThe documentation should evolve with your business
!! Everyone should have access to the documentationEveryone should have access to the documentation



Any Any 
Questions?Questions?



SO NOW WHAT?SO NOW WHAT?



Where Do I Start?Where Do I Start?

1.1. Identify who will be responsible for ensuring the Identify who will be responsible for ensuring the 
documentation gets completed (pick a project documentation gets completed (pick a project 
manager)manager)

2.2. Identify the material transaction cycles to be Identify the material transaction cycles to be 
documenteddocumented

3.3. Assign documentation responsibility to staffAssign documentation responsibility to staff
4.4. Document away!Document away!
5.5. Maintain your documentationMaintain your documentation



1. Pick a Project Manager1. Pick a Project Manager

!! Identify a project championIdentify a project champion
!! Responsible to ensure the project stays on trackResponsible to ensure the project stays on track
!! Report on project status to management and/or board Report on project status to management and/or board 

of directorsof directors
!! Obtain stakeholder buyObtain stakeholder buy--in (including external auditor)in (including external auditor)
!! Disseminate completed documentation to staffDisseminate completed documentation to staff



2. Identify Material Transaction Cycles2. Identify Material Transaction Cycles
!! Common transaction cycles include:Common transaction cycles include:

!! Entity level processes Entity level processes –– the high level the high level ““tone at the toptone at the top”” or management or management 
philosophy philosophy –– i.e. high level monitoring processes and board or audit i.e. high level monitoring processes and board or audit 
committee oversight committee oversight 

!! Cash receipts Cash receipts 
!! Cash disbursements/wire transfers Cash disbursements/wire transfers 
!! Budgeting Budgeting 
!! IT IT 
!! Payroll Payroll 
!! Fixed assets Fixed assets 
!! Grants Grants 
!! Credit cards Credit cards 
!! Investments Investments 
!! Journal entries Journal entries 



3. Decide Who Will Do What3. Decide Who Will Do What

!! Considerations:Considerations:
!! Time resources to get the job doneTime resources to get the job done

!! This may require reThis may require re--allocating work loads for a period of timeallocating work loads for a period of time

!! Knowledge/skills to do a good jobKnowledge/skills to do a good job
!! Do not necessarily need to have an inDo not necessarily need to have an in--depth knowledge of the depth knowledge of the 

process, but must to be able to gain an understanding through process, but must to be able to gain an understanding through 
talking with others, and put that understanding in writingtalking with others, and put that understanding in writing



4. Document Your Processes4. Document Your Processes

!! The form of your documentation should make The form of your documentation should make 
sense to your entitysense to your entity
!! Documentation should be at a high levelDocumentation should be at a high level

!! Key steps in the processKey steps in the process
!! Key control points that will help prevent or detect material Key control points that will help prevent or detect material 

misstatementsmisstatements

!! Key controls should be clearly identified Key controls should be clearly identified 



4. Document Your Processes, cont.4. Document Your Processes, cont.

!! Various methods can be used to understand the Various methods can be used to understand the 
processprocess
!! DocumenterDocumenter’’s personal knowledge of the processs personal knowledge of the process
!! Interview staff who are involved in the processInterview staff who are involved in the process
!! ““Walk throughWalk through”” the process with staff the process with staff –– observe a observe a 

transaction while it is being processedtransaction while it is being processed

!! Ask personnel who are involved in the process to Ask personnel who are involved in the process to 
review the documentation and provide review the documentation and provide 
recommendations for changesrecommendations for changes



5. Maintain Your Documentation5. Maintain Your Documentation

!! The time and effort you will spend in the initial The time and effort you will spend in the initial 
documentation phase will be meaningless if you do documentation phase will be meaningless if you do 
not not ““disseminate and maintaindisseminate and maintain””
!! Make sure your organizationMake sure your organization’’s personnel have access to s personnel have access to 

the documentationthe documentation
!! ManagementManagement
!! Accounting personnelAccounting personnel
!! Operations personnelOperations personnel

!! Periodically revise your documentation as your business Periodically revise your documentation as your business 
evolvesevolves



WHAT THE HECK WHAT THE HECK 
IS A CONTROL?IS A CONTROL?



What Should My Company Deem a What Should My Company Deem a 
Control?Control?

!! An internal control over financial reporting is an activity thatAn internal control over financial reporting is an activity that can be can be 
relied on to catch a relied on to catch a materialmaterial error to your financial statementserror to your financial statements

!! Can be preventative: prevent the error from occurringCan be preventative: prevent the error from occurring

!! Can be detective: detect an error that has already happened befoCan be detective: detect an error that has already happened before it makes it re it makes it 
into the financial statementsinto the financial statements

!! Focus on highFocus on high--level, material activities (risklevel, material activities (risk--based approach)based approach)

!! Activities that prevent or detect fraudActivities that prevent or detect fraud

!! DonDon’’t forget to consider information technology general controls!t forget to consider information technology general controls!



Give Me Some Examples, PleaseGive Me Some Examples, Please

!! ITIT--controlledcontrolled
!! Restricted access to applicationsRestricted access to applications

!! Segregation of dutiesSegregation of duties
!! Initiation, recording, approvalInitiation, recording, approval

!! Authorization and approvalAuthorization and approval
!! Review and approval at an appropriate levelReview and approval at an appropriate level

!! ReconciliationsReconciliations
!! Accuracy of account balances at monthAccuracy of account balances at month--endend

!! Monitoring and reviewMonitoring and review
!! Final review of monthFinal review of month--end financial resultsend financial results



Any Any 
Questions?Questions?



WHATWHAT’’S AN S AN 
ENTITY LEVEL ENTITY LEVEL 

CONTROL?CONTROL?



Tone at the Top ControlsTone at the Top Controls
!! Entity level controls represent your organizationEntity level controls represent your organization’’s s 

management philosophy:management philosophy:
!! Communication of your companyCommunication of your company’’s ethical values to s ethical values to 

your personnelyour personnel
!! Oversight by your board of directors and committeesOversight by your board of directors and committees
!! Commitment to hiring and keeping competent staffCommitment to hiring and keeping competent staff
!! Assessment of business riskAssessment of business risk
!! Monitoring of business performanceMonitoring of business performance



WHY DO WE HAVE WHY DO WE HAVE 
TO WORRY ABOUT TO WORRY ABOUT 

IT GENERAL IT GENERAL 
CONTROLS?CONTROLS?



Information Technology Can Represent Information Technology Can Represent 
Risk to your Financial StatementsRisk to your Financial Statements

!! Change ManagementChange Management
!! How do you know that changes in programming are still How do you know that changes in programming are still 

processing transactions correctly?processing transactions correctly?

!! User SecurityUser Security
!! How do you know that only authorized personnel are How do you know that only authorized personnel are 

accessing transaction processing?accessing transaction processing?

!! Physical ProtectionPhysical Protection
!! How do you know your business can continue in the How do you know your business can continue in the 

aftermath of a crisis?aftermath of a crisis?



Any Any 
Questions?Questions?



WHAT SHOULD WHAT SHOULD 
THIS STUFF LOOK THIS STUFF LOOK 

LIKE?LIKE?



Your Documentation Should Look How Your Documentation Should Look How 
You Want It ToYou Want It To

(This is important, so let(This is important, so let’’s review it again)s review it again)

!! The form of your documentation should make The form of your documentation should make 
sense to your entity!!sense to your entity!!
!! Documentation should be at a high levelDocumentation should be at a high level
!! Key controls should be clearly identified Key controls should be clearly identified 



Okay, But Okay, But WHATWHAT Should It Look Like?Should It Look Like?
!! Possible LayoutsPossible Layouts

!! NarrativeNarrative
!! FlowchartFlowchart
!! CombinationCombination

!! Possible ProgramsPossible Programs
!! Microsoft VisioMicrosoft Visio
!! Microsoft ExcelMicrosoft Excel
!! Microsoft WordMicrosoft Word
!! CombinationCombination

!! Clearly identify the Clearly identify the 
transaction cycletransaction cycle

!! Consistently and Consistently and 
clearly identify your clearly identify your 
controlscontrols
!! BoldBold
!! UnderlineUnderline
!! ItalicizeItalicize
!! Colored fontColored font



Sample #1Sample #1



Sample #2Sample #2



Sample #3Sample #3



Sample #3,Sample #3,
cont.cont.



Summing It All UpSumming It All Up
!! Documenting your internal processes and controls will benefit yoDocumenting your internal processes and controls will benefit your ur 

organizationorganization

!! Develop a project plan so you stay on track during the Develop a project plan so you stay on track during the 
documentation processdocumentation process

!! Choose a format that makes sense to your organizationChoose a format that makes sense to your organization

!! Focus on material activitiesFocus on material activities

!! Obtain buyObtain buy--in from the persons affected by the documentationin from the persons affected by the documentation

!! Update the documentation as your business evolvesUpdate the documentation as your business evolves



Any Questions?Any Questions?

Thank you!Thank you!
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